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Cybersecurity Readiness Checklist for Manufacturing SMEs
About this checklist
This checklist is designed to help manufacturing SMEs review their basic cybersecurity practices and identify areas for improvement. It is intended as a practical starting point and should be adapted to each organisation’s systems, suppliers, workforce and level of digital maturity.
Cybersecurity is not only a technical issue. For manufacturing SMEs, it supports business continuity, protects customer and supplier relationships, reduces disruption, and helps organisations adopt digital technologies more safely.
Use this checklist to support internal reviews, staff discussions, supplier conversations and preparation for further cybersecurity improvements such as Cyber Essentials.
1. Accounts and access
User accounts can provide access to email, cloud platforms, finance systems, supplier portals and business data. Strong access controls help reduce the risk of unauthorised access, fraud and disruption.
Tick each item that is currently in place:
· ☐ Strong, unique passwords are used for important accounts. 
· ☐ Multi-factor authentication is enabled for email accounts. 
· ☐ Multi-factor authentication is enabled for cloud systems. 
· ☐ Multi-factor authentication is enabled for finance systems. 
· ☐ Multi-factor authentication is enabled for remote access tools. 
· ☐ Administrator accounts are limited to people who genuinely need them. 
· ☐ Staff only have access to systems and data needed for their role. 
· ☐ Shared accounts are avoided where possible. 
· ☐ Accounts are removed or disabled when staff leave. 
· ☐ Supplier or contractor accounts are removed when no longer needed. 
· ☐ Access permissions are reviewed regularly. 



Action notes:

Current gaps:


Actions needed:


Responsible person:


Target date:

2. Devices and software
Devices and software should be kept secure, updated and protected from unauthorised access. This includes laptops, desktops, mobile phones, tablets, servers, routers and business systems.
Tick each item that is currently in place:
· ☐ Laptops and desktop computers are kept updated. 
· ☐ Mobile phones and tablets used for work are kept updated. 
· ☐ Servers and business systems are kept updated. 
· ☐ Routers and network devices are kept updated. 
· ☐ Unsupported software is identified. 
· ☐ Unsupported software is replaced, isolated or managed with additional controls. 
· ☐ Antivirus or endpoint protection is active where appropriate. 
· ☐ Devices are protected with screen locks or secure sign-in. 
· ☐ Default passwords are changed on routers and other devices. 
· ☐ Staff are not allowed to install unauthorised software. 
· ☐ Security settings are reviewed when devices or systems change. 

Action notes:

Current gaps:

Actions needed:

Responsible person:

Target date:

3. Data and backups
Backups help organisations recover from ransomware, accidental deletion, device failure or system corruption. Backups should be regular, protected and tested.
Tick each item that is currently in place:
· ☐ The organisation has identified its most important business data. 
· ☐ Critical files are backed up regularly. 
· ☐ Backups include customer orders and supplier records where relevant. 
· ☐ Backups include finance and payroll information where relevant. 
· ☐ Backups include production schedules or operational documents where relevant. 
· ☐ Backups include design files, quality documents or compliance records where relevant. 
· ☐ Backups are stored securely. 
· ☐ Backups are protected from unauthorised access. 
· ☐ Backups are protected from accidental deletion or ransomware where possible. 
· ☐ The organisation has tested whether backups can be restored. 
· ☐ Responsibility for backups is clearly assigned. 

Action notes:

Current gaps:

Actions needed:

Responsible person:

Target date:

4. Staff awareness
Staff play an important role in cybersecurity. Awareness helps reduce risks linked to phishing, suspicious links, fake invoices, payment fraud and accidental data sharing.
Tick each item that is currently in place:
·  ☐Staff know how to recognise phishing emails. 
·  ☐Staff know how to recognise suspicious links and attachments. 
·  ☐Staff know how to report suspicious activity. 
·  ☐Staff are trained to check unusual payment or invoice requests. 
·  ☐Staff know what to do if they click a suspicious link. 
·  ☐Staff know how to report a lost or stolen device. 
·  ☐Cybersecurity is included in onboarding for new staff. 
·  ☐Staff receive regular reminders about cyber risks. 
·  ☐There is a clear internal contact for cybersecurity concerns. 
·  ☐Staff understand the importance of protecting customer, supplier and employee data. 
Action notes:

Current gaps:


Actions needed:


Responsible person:


Target date: 

5. Suppliers and remote access
Manufacturing SMEs often rely on suppliers, IT providers, cloud services, logistics partners and maintenance contractors. Supplier access should be understood, controlled and reviewed.
Tick each item that is currently in place:
·  ☐ The organisation knows which suppliers can access systems or data. 
·  ☐ The organisation knows which suppliers can access sites or production environments. 
·  ☐ Supplier access is limited to what is necessary. 
· ☐  Supplier access is protected with multi-factor authentication where possible. 
· ☐ Remote access tools are approved and documented. 
· ☐ Remote access is reviewed regularly. 
· ☐ Supplier accounts are removed when no longer needed. 
· ☐ Cybersecurity expectations are discussed with IT providers and key suppliers. 
·  ☐There is a backup process if a key supplier system becomes unavailable. 
· ☐ Supplier contact details are documented for urgent incidents. 
Action notes:


Current gaps:


Actions needed:


Responsible person:


Target date:

6. Incident preparation
A simple incident response plan helps SMEs respond quickly if something goes wrong. The plan should be clear, accessible and understood by the people who may need to use it.
Tick each item that is currently in place:
· ☐ The organisation has a simple cyber incident response plan. 
· ☐ The plan explains who to contact first. 
· ☐ The plan identifies who is responsible for decision-making. 
· ☐ The plan explains how affected systems should be isolated. 
· ☐ Backup and recovery steps are documented. 
· ☐ Staff know how to report suspicious activity. 
· ☐ The organisation knows when to contact external IT support. 
· ☐ The organisation knows when to contact insurers, legal support or regulators where relevant. 
· ☐ The plan has been discussed with relevant staff. 
· ☐ Lessons learned are recorded after incidents or near misses. 
Action notes:


Current gaps:


Actions needed:


Responsible person:


Target date:

7. Summary of priority actions
Use this section to record the most important actions identified from the checklist.
	Priority
	Area
	Action needed
	Responsible person
	Target date
	Status

	High
	
	
	
	
	

	High
	
	
	
	
	

	Medium
	
	
	
	
	

	Medium
	
	
	
	
	

	Low
	
	
	
	
	



8. Suggested next steps
After completing this checklist, SMEs should:
1. Prioritise high-risk gaps first, especially backups, multi-factor authentication, updates, administrator access and incident response. 
2. Assign responsibility for each improvement action. 
3. Set realistic target dates. 
4. Review progress regularly. 
5. Consider whether Cyber Essentials certification would be a useful next step. 
6. Revisit the checklist when systems, suppliers or business processes change.
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Disclaimer: This resource provides general cybersecurity guidance for manufacturing SMEs. It does not replace professional cybersecurity, legal or data protection advice. Organisations should adapt the guidance to their own systems, risks and regulatory responsibilities.
This resource is for general guidance only and should be adapted to each organisation’s needs. 
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